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Allocating and Configuring 
Storage for Virtual Machines
Misconfigured shared or direct storage can lead to inconsistent system  
performance in server-virtualized and virtual desktop infrastructure environments. 
Learn how to correctly set up and configure storage to maximize the efficiency  
and performance of your virtual data center.
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Conquer the Storage Challenge  
in Virtual Machine Environments

The ways in which virtual machines (VMs) 
complicate storage management are obvious. 
When multiple VMs compete for the same 
physical resources, storage managers are faced 
with the task of wisely configuring and allo-
cating storage in a new way. It’s a process that 
relies on many of the basic best practices they 
may already know—but it may include some 
new twists. Improved hypervisor features, 
virtual storage appliances and virtual-aware 
storage are just some of the ways in which 
storage managers can better their overall VM 
performance. At the same time, the tried-and-
true approaches they have always used, such 
as LUN management, thin provisioning and 
smart networking hardware choices, are cru-
cial to the overall success of managing storage 
in a virtual environment. While virtualized 
environments have delivered on much of their 
promise—availability, consolidation and scal-
ability—they’ve also challenged data storage 

managers at companies of all sizes. It can seem 
like a Herculean task, but storage managers 
don’t have to do the heavy lifting on their own. 
Third-party plug-ins on the market have the 
ability to see the virtualization layer and the 
storage layer in the same view, automate VM 
storage mapping and perform VM cloning. 
With virtualization fueling so many signifi-
cant changes in the data center in recent years, 
data storage pros must keep track of the latest 
virtualization options without letting storage 
performance suffer on the sidelines. Whatever 
the size of your VM installation, the following 
articles will help you combine the fundamen-
tals of capacity and efficiency planning with 
the newest technologies available. n

 
Ellen O’Brien
Executive Editor

SearchVirtualStorage.com
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Storage for Virtual Environments

The notions of consolidation and aggrega-
tion, and the anticipated efficiency gains and 
lower costs that will be realized from those 
approaches, have been the primary drivers be-
hind the adoption of server virtualization and 
virtual desktop infrastructure (VDI). While vir-
tualization has generally lived up to its prom-
ises, with less physical infrastructure needed 
to support servers, desktops and applications, 
it has had a less advantageous effect on stor-
age. “With server virtualization and VDI, stor-
age has become one of the main virtualization 
challenges,” said Mark Peters, a senior analyst 
at Milford, Mass.-based Enterprise Strategy 
Group.

The complexity of shared storage, incon-
sistent performance related to resource con-
tention caused by virtual machines (VMs) 
competing for available storage resources, and 
storage management challenges have been the 
main areas of concern. As these challenges 

abound, there’s an increasing list of vendors 
offering products that employ techniques and 
strategies to solve or at least mitigate the stor-
age challenges that have plagued virtual server 
and VDI deployments up to now.

CONVERGING VMs AND STORAGE
Collapsing server virtualization and storage, 
with both compute and storage services run-
ning on a single system, is touted by one group 
of vendors as the ideal approach. The idea is to 
dedicate a certain percentage of the comput-
ing resources of the underlying host to storage 
tasks and the remaining resources to virtual 
machines. The simplification resulting from 
including and managing storage within a single 
platform is the primary value proposition. Be-
ing able to optimize and manage storage better 
in relation to VMs can be another benefit of 
combining storage and VMs in a single system. 

http://searchservervirtualization.techtarget.com/definition/virtual-machine
http://searchcio-midmarket.techtarget.com/tip/Stop-storage-infrastructure-costs-from-spinning-out-of-virtual-control
http://www.computerweekly.com/feature/VDI-storage-Planning-for-the-storage-needs-of-a-new-virtual-desktop-implementation
http://www.computerweekly.com/feature/VDI-storage-Planning-for-the-storage-needs-of-a-new-virtual-desktop-implementation
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On the downside, and depending on the under-
lying design, combining storage and VMs in a 
single system can limit the ability to scale stor-
age and computing resources independently 
of each other. Moreover, in solutions where 
storage and VMs share the same underlying 
computing resources (CPU, memory and net-
working), storage processing is more likely to 
impact VMs and vice versa.

A handful of vendors are now offering con-
verged virtualization and storage products.

On the lower end of the spectrum, Scale 
Computing with its HC3 system offers con-
verged virtualization and storage systems for 
small and medium-sized companies. Descend-
ing from a multinode, scale-out network-at-
tached storage (NAS) origin, HC3 runs the open 
source Red Hat KVM hypervisor on top of its 
storage system. With all storage and virtualiza-
tion tasks managed within a single console and 
an all-inclusive licensing model that covers the 
cost of the hypervisor, HC3 tries to minimize 
the cost and complexity of server virtualization 
for smaller environments.

While Scale Computing added virtualiza-
tion to its storage platform, Nutanix Inc. took 

a server-centric approach where the storage 
stack simply runs as an additional service par-
allel to the VMs. Nutanix virtualizes storage 
from physical server nodes into a unified pool 
of scale-out converged storage (SOCS), with 
VMs running on each server accessing the 

shared storage pool as if they were accessing 
a SAN. With a software-based scale-out NAS 
architecture and hybrid solid-state drive (SSD)/
SATA storage nodes claiming NetApp-parity 
in storage features, Nutanix targets both small  
and medium-sized businesses and enterprises.

Contrary to Nutanix, SimpliVity Corp., with 
its OmniCube platform, claims to be a storage 
platform first that can also host virtual ma-
chines. A VM-centric scale-out NAS targeted 

Depending on the underlying  
design, combining storage and  
VMs in a single system can  
limit the ability to scale storage  
and computing resources  
independently of each other.

http://searchdatacenter.techtarget.com/tip/Prevent-server-over-consolidation-with-optimal-VM-resource-allocation
http://searchdatacenter.techtarget.com/tip/Prevent-server-over-consolidation-with-optimal-VM-resource-allocation
http://searchvirtualstorage.techtarget.com/news/2240162070/Scale-Computing-weighs-in-with-converged-storage-compute-VM-cluster
http://searchvirtualstorage.techtarget.com/news/2240162070/Scale-Computing-weighs-in-with-converged-storage-compute-VM-cluster
http://www.brianmadden.com/blogs/brianmadden/archive/2011/08/16/did-nutanix-just-create-the-ultimate-server-storage-big-data-combo-hardware-for-vdi.aspx
http://www.brianmadden.com/blogs/brianmadden/archive/2011/08/16/did-nutanix-just-create-the-ultimate-server-storage-big-data-combo-hardware-for-vdi.aspx
http://searchvirtualstorage.techtarget.com/news/2240161703/SimpliVity-prepares-hyper-converged-OmniCube
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as primary storage, with features like real-time 
data deduplication and compression, cloud in-
tegration and hybrid SSD/SATA storage nodes, 
it competes head-on with Nutanix.

Pivot3’s vSTAC unified storage and compute 
product shares the block storage of local serv-
ers into an iSCSI SAN, which can be accessed 
by VMs running on those servers. Pivot3 is tar-
geting its converged storage and compute plat-
form at the VDI and surveillance markets.

MANAGING STORAGE AT A VM LEVEL
Traditional storage is usually managed and pro-
visioned to servers at a LUN or volume level 
and shared among multiple VMs. As a result, 
it’s been difficult to perform storage manage-
ment tasks, such as snapshotting or replica-
tion, at a VM level. Several storage startups 
have acknowledged this problem and bypassed 
traditional LUN/volume-based storage man-
agement for a VM-centric model.

Tintri Inc., with its VMstore product, offers 
a hybrid disk/SSD dual-controller storage sys-
tem for virtualized server environments that 
features real-time deduplication; Tintri claims 

to keep all active VM data in SSD while it shuf-
fles inactive data to SATA disks in the back-
ground. Most significantly, Tintri provisions 
and manages storage at a VM level. Cloning, 
snapshotting and replication are all performed 
at a VM or virtual disk level. “We are able to 

monitor and control I/Os by VM and, as a re-
sult, are able to have both server and desktop 
VMs on the same server,” said Kieran Harty, 
Tintri’s CEO. Similar to Tintri, both Nutanix 
and SimpliVity provision and manage storage 
at a VM level.

The price they pay for managing storage at a 
VM level is that these storage systems can no 
longer be used to serve non-virtualized physi-
cal servers. In fact, Nutanix, SimpliVity and 
Tintri are currently only available for VMware, 

The price they pay for mana- 
ging storage at a VM level is  
that these storage systems can  
no longer be used to serve non- 
virtualized physi cal servers.

http://searchvirtualstorage.techtarget.com/news/2240164721/Pivot3-expands-vStac-VDI-appliance-for-storage
http://searchvirtualstorage.techtarget.com/news/2240164721/Pivot3-expands-vStac-VDI-appliance-for-storage
http://searchvirtualstorage.techtarget.com/news/2240101875/Tintri-upgrades-VM-storage-appliance-features
http://searchvirtualstorage.techtarget.com/news/2240101875/Tintri-upgrades-VM-storage-appliance-features
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but all three vendors claim to be hypervisor-
agnostic, and both Nutanix and Tintri said 
they’ll support Microsoft Hyper-V and Red Hat 
KVM in the near future.

Traditional storage vendors have been busy 
adding the ability to get VM-specific metrics 
and monitoring to their reporting and monitor-
ing tools. “EMC Storage Analytics, available for 
VNX and VMware, is designed to do predictive 
analysis to be able to spot problems on a VM 
and LUN,” said Eric Herzog, senior vice presi-
dent (VP), product management and product 
marketing, EMC.

SOFTWARE-DEFINED STORAGE  
AND VIRTUAL STORAGE APPLIANCES
By definition, virtualization decouples appli-
cation services from the underlying hardware 
and there’s a clear trend for it to expand be-
yond computing. Examples of this shift include 
software-defined networking (SDN), which has 
gotten much buzz lately, and VMware Inc.’s 
active promotion of the concept of software-
defined data centers (SDDC). Software-defined 
storage (SDS) is simply a part of this concept, 

and a number of storage vendors are picking 
up on it. For instance, Nutanix touts its solu-
tion as software-defined storage that runs on a 
standardized sheet-metal infrastructure. Vir-
tual storage appliances (VSA), where the stor-
age software runs on a virtual machine and is 
distributed as a VM image, are other examples 
of this trend of abstracting the storage applica-
tion from the underlying hardware. The VM-
ware vSphere Storage Appliance transforms 
the local storage of up to three servers into a 
shared storage resource that runs virtualized 
applications. Similarly, NetApp Inc.’s Data On-
tap Edge is a virtual storage appliance that runs 
Data Ontap, currently only supporting a single 
server node, but able to seamlessly interact 
with other NetApp storage. Hewlett-Packard 
(HP) Co.’s StoreVirtual VSA, based on the 
LeftHand OS, is able to pool the local storage of 
up to 10 hosts and present it as shared storage.

PACKAGED VIRTUAL SERVER  
AND VDI STORAGE SOLUTIONS
Unlike converged VM/storage products that are 
typically single systems, packaged solutions 

http://whatis.techtarget.com/definition/software-defined-networking-SDN
http://searchvmware.techtarget.com/tip/What-VMwares-software-defined-data-center-is-missing
http://searchservervirtualization.techtarget.com/news/2240162860/Software-defined-storage-previews-intrigue-VMware-pros
http://searchvirtualstorage.techtarget.com/tip/Virtual-storage-appliance-market-Categories-capabilities
http://searchvirtualstorage.techtarget.com/tip/Virtual-storage-appliance-market-Categories-capabilities
http://searchvirtualstorage.techtarget.com/news/2240158407/NetApp-takes-virtual-storage-appliance-approach-with-Data-Ontap-Edge
http://searchvirtualstorage.techtarget.com/news/2240158407/NetApp-takes-virtual-storage-appliance-approach-with-Data-Ontap-Edge
http://searchvirtualstorage.techtarget.com/news/2240161412/HP-VSA-rebranded-expanded
http://searchvirtualstorage.techtarget.com/news/2240161412/HP-VSA-rebranded-expanded
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combine servers, networking, storage, hyper-
visors, other components and applications to 
offer a preconfigured, fully tested solution for 
server virtualization and VDI deployments. 
Hitachi Data Systems’ (HDS) Unified Compute 
Platform (UCP) Pro and HDS UCP Select are 
packaged HDS solutions for server virtualiza-
tion, VDI and cloud computing that include 
licenses and support for all included compo-
nents by HDS.

“UCP Pro and Select are proven, scalable so-
lutions to minimize the risk and eliminate the 
guessing game in cloud, virtual server and VDI 
deployment projects,” said Ravi Chalaka, VP of 
solutions marketing, HDS. Similar solution-
oriented products are offered by Dell Inc. with 
vStart, EMC with VSPEX, HP’s CloudSystem 
Matrix and NetApp’s FlexPod.

FLASH AND DATA DEDUPLICATION
Inconsistent performance related to the un-
derlying storage resources has been the bane of 
many virtualized environments. “Virtualization 
has greatly helped server utilization by maxi-
mizing the number of VMs that run on a single 

server. But at the same time, it has increased 
the performance requirements of storage sys-
tems,” said Greg Schulz, founder and senior 
analyst at StorageIO in Stillwater, Minn.

Storage systems in virtualized environments 
have to be able to withstand spikes such as 
“boot storms,” in which a large number of sys-
tems tax the storage system simultaneously. 
Solid-state storage plays a major role in dealing 
with this problem. While disks perform rea-
sonably well with sequential workloads, they 
fare poorly with random workloads of virtu-
alized servers and desktops. Available flash-
based storage products can be categorized into 
two groups: 

■n All-flash arrays
■n Hybrid flash/disk arrays

n■■All-flash array vendors target the very high 
end of the application market, where latency 
needs to be minimized at any cost and the 
number of IOPS maximized to as high as 1 
million-plus. Nimbus Data Systems Inc., Pure 
Storage Inc., Violin Memory Inc. and Whiptail 
are key players in the all-flash storage array 

http://searchvirtualstorage.techtarget.com/news/2240164705/HDS-revamps-Unified-Compute-Platform-integrated-infrastructure
http://searchservervirtualization.techtarget.com/Virtualization-storage-tutorial-Storage-for-virtual-environments
http://searchsolidstatestorage.techtarget.com/news/2240164170/Hybrid-and-all-SSD-arrays-can-save-money-when-used-in-the-right-spots


Home

Editor’s Note

Storage for Virtual 
Environments

10 Ways to  
Improve Virtual 
Server Storage

VM Storage:  
Fundamental 

Rules for Efficient 
Environments

8   A L L O CAT I N G   A N D   C O N FI GU R I N G   STO R AG E   FO R   V I RTUA L   M AC H I N E S

2ASSESSMENT  
AND OUTLOOK

market. As a result of the high cost of SSD, 
all-flash arrays are pricey and data reduction 
techniques like compression and data dedupli-
cation are often not an option since they may 
adversely impact performance. With the focus 
on performance, some all-flash array vendors 
are lacking a few storage features of traditional 
storage arrays.

n■■Hybrid flash/disk arrays combine SSD and 
high-capacity disk drives to achieve a favor-
able price-performance ratio. While their per-
formance doesn’t usually exceed a few tens of 
thousands of IOPS, they cost much less than 
all-flash arrays. Instead of targeting the very 
high-end market, they target the mass market. 
Besides traditional storage vendors, several 
startups, such as GreenBytes Inc., Nimble Stor-
age Inc. and Tegile Systems, offer hybrid flash/
disk products with a focus on the virtualized 

server and VDI market. Hybrid flash/disk stor-
age arrays are more likely to enable inline de-
duplication or compression. “Unlike NetApp, 
our metadata acceleration engine deduplicates 
across the whole array,” said Rob Commins,  
Tegile Systems’ VP of marketing.

HYPERVISOR INTEGRATION
The integration with hypervisors has been one 
of the main differentiators of storage products 
that target the virtualized server and desk-
top market. VMware has spearheaded storage 
APIs that allow offloading of storage tasks, 
such as snapshotting and copying, to the stor-
age system, and that enable reporting on and 
managing storage from within hypervisor man-
agement tools such as VMware Inc. vCenter. 
Microsoft Corp. Windows Server 2012, with 
its greatly improved SMB 3.0 file system and 

The integration with hypervisors has been one of the main  
differentiators of storage products that target the virtualized  
server and desk top market. 

http://searchsolidstatestorage.techtarget.com/news/2240164170/Hybrid-and-all-SSD-arrays-can-save-money-when-used-in-the-right-spots
http://searchvirtualstorage.techtarget.com/feature/VDI-storage-system-options-include-flash-appliances-bundled-stacks
http://searchvirtualstorage.techtarget.com/feature/VDI-storage-system-options-include-flash-appliances-bundled-stacks
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Offloaded Data Transfer (ODX) feature that 
enables offloading of storage tasks to storage 
arrays, is clearly narrowing, if not closing, the 
gap with VMware. Evaluation of the level of 
integration of a storage system with hypervi-
sors should be a top priority when evaluating 
a storage system for virtual servers or a virtual 
desktop infrastructure.

ASSESSMENT AND OUTLOOK
With multiple competing approaches and 
products, choosing the right product for your 
virtual server and VDI infrastructure may 
seem intimidating. The simplicity of a con-
verged VM/storage product is appealing as long 
as scalability concerns can be addressed and 
you can tolerate that they can only be used as 
storage for supported VMs. Proven packaged 

turnkey solutions may be more expensive but 
are most likely to scale and perform as ex-
pected. And, by relying on the experience and 
support of the vendor, they’re especially at-
tractive in larger virtual server and VDI de-
ployments with limited IT resources. While 
all-flash arrays have a place for very high-end 
applications where performance matters most, 
hybrid flash/disk arrays from both traditional 
storage vendors and startups are likely to dom-
inate, especially if they take advantage of avail-
able storage APIs and integrate tightly with 
hypervisor products.

Server and desktop virtualization is signifi-
cantly impacting the direction of storage prod-
ucts, and features such as VM-specific storage 
management and software-defined storage are 
likely to play a bigger role in evolving storage 
systems. —Jacob N. Gsoedl

http://searchvirtualdesktop.techtarget.com/tip/VDI-hypervisor-selection-Does-it-matter-what-you-pick
http://searchvirtualdesktop.techtarget.com/tip/VDI-hypervisor-selection-Does-it-matter-what-you-pick
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TIPS  
10 Ways to Improve Virtual Server Storage

Enterprise virtual infrastructure 
will always use shared storage. It’s a fact of 
life—if you want to use the advanced features 
of Microsoft Hyper-V and VMware vSphere, 
all your hosts will need access to the files that 
make up your virtual machines (VMs). While 
the latest editions of Microsoft Live Migra-
tion and VMware vMotion don’t require shared 
storage, most features like Microsoft Failover 
Clustering and VMware vSphere High Avail-
ability still do (and likely always will).

For the virtual infrastructure (and your criti-
cal applications) to perform well, they must be 
fed the virtual CPU, virtual memory and virtual 
disk I/O they hunger for. The monitoring of 
virtual CPU and memory has gotten easier as 
hypervisors have made more statistics avail-
able and monitoring tools have gotten smarter. 
However, performance monitoring for virtual 
infrastructure storage is still, in many cases, 
more of an art than a science. Certainly there 

are scientific statistics that are analyzed in 
storage performance, but the difference is that 
the storage is external to the hypervisor and 
physical server and, thus, the hypervisor (and 
your virtualization performance monitoring 
tools) doesn’t typically have as much insight 
into what’s happening with storage (but that’s 
changing fast).

Nonetheless, there are a number of steps you 
can take to improve the performance of your 
virtual server storage. Here are 10 tips that can 
help you improve your storage systems’ perfor-
mance for your VMs.

1. KNOW YOUR IOPS
The science of tuning virtual server storage is, 
in its simplest form “IOPS in versus IOPS out.” 
The drives in a LUN can provide a certain num-
ber of I/Os per second, the path in between the 
server and storage has a specific throughput, 

http://searchstorage.techtarget.com/definition/virtual-memory
http://searchvirtualstorage.techtarget.com/definition/I-O-virtualization-IOV
http://searchvirtualstorage.techtarget.com/definition/I-O-virtualization-IOV
http://searchstorage.techtarget.com/magazineContent/Managing-storage-for-virtual-servers
http://searchstorage.techtarget.com/magazineContent/Managing-storage-for-virtual-servers
http://searchvirtualstorage.techtarget.com/news/1349785/Storage-best-practices-for-virtual-server-environments
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and the applications demand so much. While 
the simplest question is “Do you have enough 
or do you need more?”, the answer isn’t al-
ways easy. Many of the tools, technologies and 
solutions described in the following tips can 
help you gain more I/O capacity or find ways 
to reduce the I/O demand (usually by know-
ing the apps and working with app owners or 
developers).

In a virtual infrastructure, the best way to 
understand the typical I/O for VMs and data 
stores is to use virtualization-specific per-
formance analysis tools. Almost every one of 
these tools will help you to “know your IOPS.” 
Those tools could be the included VMware 
esxtop CLI tool, performance graphs inside 
vCenter (where IOPS are represented as disk.
numberRead.summation and disk.numberWrite.
summation counters) or commercial tools from 
third parties. Because vCenter stats must be 

divided by the sample time to produce IOPS, 
it can be more work to calculate. Third-party 
tools (or even VMware vCenter Operations 
Manager) are more costly but are much easier 
to use and much more intelligent.

Note that, among other things listed below, 
LUN configurations and RAID selection can 
also have a massive impact on I/O performance.

2. KNOW YOUR APPLICATIONS
While storage and virtualization admins have 
many tools to help churn out more I/O, they’re 
usually limited in the ways they can reduce the 
I/O demand. Also, too many IT pros are more 
than happy to get knee deep in the weeds of 
data center infrastructure while totally ignoring 
the applications running inside.

It’s tough to be successful at truly under-
standing storage performance if you don’t 

In a virtual infrastructure, the best way to understand the typical  
I/O for VMs and data stores is to use virtualization-specific  
performance analysis tools.

http://searchvirtualstorage.techtarget.com/feature/The-storage-for-VDI-equation-Capacity-IOPS-TCO-ROI-and-persistency
http://searchitchannel.techtarget.com/feature/Monitoring-vSphere-performance-with-command-line-tools
http://searchitchannel.techtarget.com/feature/Monitoring-vSphere-performance-with-command-line-tools
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know what your most I/O-intensive applica-
tions are, what VMs they run inside, what 
server clusters they run on and what storage 
they use. Are the applications read- or write-
intensive? Knowing the answers to these ques-
tions will guide you in your storage tuning 
efforts. By understanding the applications, and 
working with app owners and app developers, 
you may even be able to reduce the I/O work-
load and save the company a small fortune by 
not having to buy a new storage array or add 
high-performance drives.

If the application is already virtualized, you 
can use the tools mentioned earlier to get 
to know the typical I/O load over time and 
whether it’s read- or write-intensive. If the 
app isn’t virtualized, you may want to create a 
proof of concept for virtualizing the app, test 
the virtualized app with a realistic load and 
then model the production workload based on 

those tests. Alternatively, if the production app 
already uses a SAN, then you could use your 
SAN vendor’s performance tool to measure 
I/O workload for the physical server before 
virtualizing.

3. MAXIMIZE THE STORAGE YOU HAVE
One way to improve storage performance is to 
ensure that you’re making the most of the stor-
age you already have. You may have features 
that aren’t even turned on, or perhaps you have 
features that could be enabled for a minimal 
cost. You might even consider reconfiguring 
your storage LUNs or RAID groups to gain bet-
ter performance for the virtual infrastructure. 
I/O workloads change over time and perhaps 
the LUN layout and RAID groups that were laid 
out a couple of years ago no longer apply. By 
rebalancing the workload across different LUNs 

If the app isn’t virtualized, you may want to create a proof of concept  
for virtualizing the app, test the virtualized app with a realistic load  
and then model the production workload based on those tests.

http://searchstorage.techtarget.com/tip/How-to-plan-for-I-O-intensive-environments
http://searchstorage.techtarget.com/tip/How-to-plan-for-I-O-intensive-environments
http://searchservervirtualization.techtarget.com/tip/LUN-configuration-best-practices-to-boost-virtual-machine-performance
http://searchservervirtualization.techtarget.com/tip/LUN-configuration-best-practices-to-boost-virtual-machine-performance
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or changing the RAID type for a LUN, you may 
improve performance for the virtual infra-
structure and physical servers. In many cases, 
admins tend to look to new “bells and whistles” 
to improve performance when the source of 
virtual infrastructure storage performance is-
sues are the same things that typically affect 
traditional physical servers.

4. VAAI OR ODX
VMware’s vStorage APIs for Array Integra-
tion (VAAI) allows the vSphere hypervisor to 
offload some storage-related tasks to the stor-
age. For example, instead of cloning a virtual 
machine through the hypervisor, that can just 
be done in the storage. VAAI also significantly 
reduces the time the disk is locked by using 
hardware-accelerated locking. Make sure your 
storage is VAAI-capable to ensure that your 
virtual infrastructure benefits from storage 
offload.

In the Microsoft Hyper-V world, Offloaded 
Data Transfer (ODX) is comparable to VAAI. If 
you’re using Hyper-V, you want your storage to 
be ODX-capable.

To find out if your storage offers VMware 
VAAI, look up your SAN or NAS in the VM-
ware Compatibility Guide. To find out if your 
storage is ODX compatible, ask the vendor if 
their product is Microsoft ODX certified. Over 
time, more and more vendors will add VAAI 
and ODX compatibility to their enterprise stor-
age arrays.

5. LIMIT SNAPSHOTS
One of the most useful features of virtualiza-
tion is the ability to snapshot a virtual ma-
chine. That point-in-time picture of the VM’s 
memory and virtual disk are useful should an 
application or OS upgrade go wrong or you 
need to test configuration changes. The snap-
shot is also used by virtualization backup and 
replication applications to capture virtual disk 
changes without causing downtime. However, 
too many times snapshots are overused, not 
only taking up disk space but causing poor 
performance for backup applications, vMotion 
and other storage-related functions. Snap-
shots should only be used temporarily and then 
deleted.

http://searchvirtualstorage.techtarget.com/tip/VMwares-vStorage-APIs-for-Array-Integration-VAAI-How-they-work-and-which-arrays-support-them
http://searchvirtualstorage.techtarget.com/answer/Offloaded-Data-Transfer-speeds-up-reads-and-writes-in-Hyper-V
http://www.vmware.com/resources/compatibility/search.php
http://www.vmware.com/resources/compatibility/search.php
http://searchvmware.techtarget.com/tip/How-VMware-snapshots-work
http://searchvmware.techtarget.com/tip/How-VMware-snapshots-work
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6. THICK PROVISIONING  
VERSUS THIN PROVISIONING
The ability to create VMs with thin provi-
sioned virtual disks is very useful. I use thin 
provisioning all the time in my lab environ-
ment. However, thin provisioning in the virtu-
alization layer and physical storage array must 
be carefully planned and managed. Most of 
the problems with thin provisioning relate to 
simply running out of storage. However, if you 
don’t have VAAI-enabled arrays, there can be 
some performance degradation when the thinly 
provisioned virtual disk needs to be increased 
in size. In that case, you may want to use thick 
provisioning (lazyzerothick, to be specific) for 
VM disks and then use thin provisioning in 
your storage array.

7. VIRTUALIZATION-AWARE STORAGE
Some new storage arrays are billed as “virtu-
alization-aware.” That means the storage talks 
to VMware vCenter and knows what VMs are 
running and the path to their virtual machine 
disk files (VMDKs) on the SAN/NAS. Both the 
virtualization admin and the storage admin 

benefit significantly from this communica-
tion. For example, you could find out what VMs 
are creating the most IOPS or which VMs are 
experiencing the most storage latency. Some 
virtualization-aware storage systems can even 
provide per-VM snapshots and clones. You 
don’t necessarily have to replace your storage 
array with one that’s virtualization-aware, but 
it’s something to consider for future projects 
and something to ask your current storage ven-
dor about to see what similar features they’re 
planning for future release.

8. PARTITION ALIGNMENT
When older operating systems (OSes) are run 
in VMs without taking partition alignment 
into account, you can cause performance is-
sues. However, with Windows Vista, Windows 
7 and Windows 2008 (or later, such as Win-
dows 8 and Windows 2012), this is no longer 
an issue. Some virtualization-aware storage 
can automatically align VMDKs, no matter the 
OS. But if your company is using older OSes, 
you should verify that your VMDKs are aligned 
with your virtual machine file system (VMFS) 

http://searchvmware.techtarget.com/tip/Thin-provisioning-myth-busters-The-benefits-of-thin-virtual-disks
http://searchvmware.techtarget.com/tip/Thin-provisioning-myth-busters-The-benefits-of-thin-virtual-disks
http://searchvirtualstorage.techtarget.com/answer/Process-to-convert-thick-to-thin-provisioned-VMDKs
http://searchvirtualstorage.techtarget.com/answer/Process-to-convert-thick-to-thin-provisioned-VMDKs
http://searchvirtualstorage.techtarget.com/podcast/VM-aware-storage-provides-better-migration-performance-and-more
http://searchvmware.techtarget.com/tip/Aligning-disk-partitions-to-boost-virtual-machine-performance
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and SAN LUN.

There are a number of tools available to help 
you verify partition alignment of pre-Windows 
Vista and pre-Windows 2008 OSes, including 
the free UberAlign or the commercial vOpti-
mizer Pro.

9. STORAGE I/O CONTROL
With multiple virtualization hosts sharing the 
same storage, something needs to ensure the 
storage isn’t monopolized by an I/O-hungry 
application or that more critical apps aren’t 
starved for I/O. VMware’s vSphere Storage I/O 
Control does this and is enabled with a single 
checkbox on a VMFS data store.

10. STORAGE DISTRIBUTED  
RESOURCE SCHEDULER (SDRS)
What VMware’s Distributed Resource Sched-
uler does for CPU and RAM, SDRS does for 
storage. SDRS will move virtual machine disks 
(with no downtime) from one data store to 
another (or even from one array to another) 
should that data store be experiencing high 

latency or high disk space utilization. Make 
sure your storage can speak to vCenter us-
ing the VMware vStorage APIs for Storage 
Awareness (VASA) so vCenter can identify the 
capabilities of the storage for SDRS to be as 
successful as possible in preventing storage 
hiccups.

AND IF ALL ELSE FAILS …
While budgets are tight for everyone, you may 
need to spend some money and purchase a new 
storage system to get higher performance for 
the virtual infrastructure. The virtual infra-
structure’s I/O workload of 50-plus VMs all 
hammering on disk LUNs will be very different 
from the previous 1:1 mapping for a server and 
a disk LUN. In addition to the better perfor-
mance your new storage will provide, you may 
gain additional features such as virtualization-
aware storage, hybrid storage, VAAI, VASA and 
more.

Virtualization is a new mindset in the data 
center; when VMs are consolidated, storage 
must be rethought and re-equipped. 

—David Davis

http://nickapedia.com/2011/11/03/straighten-up-with-a-new-uber-tool-presenting-uberalign/
http://www.quest.com/voptimizer-pro/
http://www.quest.com/voptimizer-pro/
http://searchvirtualstorage.techtarget.com/tip/vSphere-Storage-I-O-Control-What-it-does-and-how-to-configure-it
http://searchvirtualstorage.techtarget.com/tip/vSphere-Storage-I-O-Control-What-it-does-and-how-to-configure-it
http://searchvmware.techtarget.com/definition/VMware-DRS
http://searchvmware.techtarget.com/definition/VMware-DRS
http://searchvirtualstorage.techtarget.com/definition/Storage-Distributed-Resource-Scheduler-DRS
http://searchvirtualstorage.techtarget.com/definition/Storage-Distributed-Resource-Scheduler-DRS
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VM Storage: Fundamental Rules  
for Efficient Environments

When it comes to storage, there are funda-
mental rules administrators should adhere to 
in order to ensure the best possible experience. 
Although there might occasionally be excep-
tions to some of these rules, they should be  
regarded as general best practices.

DON’T SKIMP ON NETWORKING HARDWARE
One of the biggest problems in a virtualized 
server environment is resource contention—
multiple virtual machines (VMs) competing for 
the same physical resources. This is especially 
true for the VM storage, which must deliver 
sufficient I/O to support all the VMs.

When it comes to maximizing the disk I/O, 
administrators often look at factors such as 
disk speeds, array structures and the number of 
disks in the array. However, the fastest storage 
in the world does little good if the connectiv-
ity between the host server and the storage 

becomes a bottleneck. That means it’s impor-
tant not to skimp on the networking hardware. 
Whether you’re using iSCSI or Fibre Chan-
nel, it’s a good idea to install as many physi-
cal ports into your host servers as they can 
accommodate.

USE LUNs FOR A DEDICATED PURPOSE
When you create a storage LUN, that LUN 
should be created for a specific purpose. In the 
case of server virtualization, that purpose will 
often be to accommodate a virtual hard disk.

It’s generally a good idea to use each LUN for 
a very specific, dedicated task rather than try-
ing to multitask your LUNs. For example, you 
shouldn’t place multiple virtual hard disks onto 
a common LUN or use a LUN to store a virtual 
hard disk and the host server’s page file. The 
reason for this is simple. When you multitask 
a LUN, you increase the I/O demand on that 

http://searchservervirtualization.techtarget.com/tip/Resource-contention-and-other-key-causes-of-VM-performance-bottlenecks
http://searchservervirtualization.techtarget.com/tip/Optimizing-virtual-hard-disk-performance-in-Hyper-V
http://searchservervirtualization.techtarget.com/tip/How-to-solve-disk-I-O-performance-problems-with-pass-through-disks
http://searchstorage.techtarget.com/feature/iSCSI-SAN-performance-remains-strong-after-10-years
http://searchvirtualstorage.techtarget.com/podcast/Implementing-Fibre-Channel-SANs-in-a-virtual-server-environment
http://searchvirtualstorage.techtarget.com/podcast/Implementing-Fibre-Channel-SANs-in-a-virtual-server-environment
http://searchstorage.techtarget.com/tip/Five-LUN-management-basics
http://searchvirtualstorage.techtarget.com/feature/Server-virtualization-and-storage-management-Better-integration-specialized-tools
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LUN. You’ll generally see better performance 
(depending, of course, on the underlying hard-
ware) if you dedicate each LUN to a specific 
purpose.

USE RAID 0+1 ARRAYS
Today’s storage hardware provides a seemingly 
endless number of options for array configura-
tion. When it comes to VM storage, it’s usually 
best to configure the underlying storage as a 
RAID 0+1 array. RAID 0+1 provides the perfor-
mance of striping with the fault tolerance of 
mirroring.

If budget or storage hardware limitations 
prevent the use of RAID 0+1, your next best 
option may be RAID 5 or RAID 6. It’s worth 
noting that both of these RAID implementa-
tions incur a performance penalty because of 
the parity data that must be written.

CLUSTER SHARED VOLUMES  
FOR SINGLE-SITE CLUSTERS
Production virtual data centers almost always 
use clustering as a way of preventing a host 
server failure from disrupting the virtual server 
workload. Until recently, host server clusters 
required the use of shared storage in the form 
of Cluster Shared Volumes. Today, the use of 
Cluster Shared Volumes has become optional 
for some hypervisors.

If a cluster exists solely within one physi-
cal facility, you should continue to use Cluster 
Shared Volumes if your budget allows it. Doing 
so will provide the highest level of performance 
and reliability for the cluster. However, if your 
cluster spans multiple data centers, it’s usu-
ally better to use replicated storage than to use 
Cluster Shared Volumes. The reason is that 
cluster nodes will perform better if they’re able 
to access local, replicated storage, as opposed to 

Until recently, host server clusters required the use of shared storage  
in the form of  Cluster Shared Volumes. Today, the use of Cluster Shared  
Volumes has become optional for some hypervisors.

http://searchstorage.techtarget.com/answer/Overhead-for-RAID-01-is-too-high-should-I-use-RAID-5
http://searchsolidstatestorage.techtarget.com/video/Schulz-Using-RAID-can-prolong-SSD-lifespan
http://searchsolidstatestorage.techtarget.com/video/Schulz-Using-RAID-can-prolong-SSD-lifespan
http://searchdatacenter.techtarget.com/tip/Server-cluster-failure-considerations-to-maintain-a-fault-tolerant-data-center
http://searchdatacenter.techtarget.com/tip/Server-cluster-failure-considerations-to-maintain-a-fault-tolerant-data-center
http://searchservervirtualization.techtarget.com/tip/Cluster-Shared-Volumes-and-virtual-storage-provisioning-decisions
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having to access Cluster Shared Volumes that 
exist across a WAN link. Furthermore, this ap-
proach eliminates the possibility that a WAN 
link failure will separate a cluster node from its 
storage.

DON’T OVERWHELM CLUSTER  
SHARED VOLUMES
Cluster Shared Volumes have a finite storage 
capacity and deliver a finite number of IOPS. 
Modern hypervisors support clusters consist-
ing of dozens of hosts and thousands of VMs. 
These types of large-scale clusters can easily 
overwhelm Cluster Shared Volumes.

There are at least two good ways to prevent 
Cluster Shared Volumes from becoming a bot-
tleneck. One option (assuming your hypervisor 
supports it) is to create multiple Cluster Shared 
Volumes. That way, no single Cluster Shared 
Volumes has to carry the full burden of the 
cluster’s storage needs.

The other option is simply to create multiple 

clusters rather than trying to cram all your 
VMs into a single host cluster.

DON’T IGNORE YOUR  
ANTIVIRUS CONFIGURATIONS
If your host servers are equipped with a host 
operating system, it’s extremely important to 
configure your antivirus software not to scan 
volumes containing virtual hard disks. Scanning 
such volumes can impact VM performance and 
has been known to cause corruption problems.

BOTTOM LINE
The key to getting the best possible perfor-
mance and reliability from your VM storage is 
to adhere to a well-established set of best prac-
tices. Each storage vendor and each hypervisor 
has its own best practices. The items covered 
in this article are generalized recommendations 
that should be appropriate for most virtual data 
centers. —Brien Posey

http://searchenterprisewan.techtarget.com/Choosing-WAN-connectivity-and-services-wisely
http://searchservervirtualization.techtarget.com/tip/Hypervisors-Which-is-right-for-you
http://searchservervirtualization.techtarget.com/feature/Eliminate-I-O-bottlenecks-improve-VM-performance
http://searchservervirtualization.techtarget.com/feature/Eliminate-I-O-bottlenecks-improve-VM-performance
http://searchsecurity.techtarget.com/tip/How-antivirus-software-works-Virus-detection-techniques
http://searchservervirtualization.techtarget.com/tip/Four-mistakes-that-can-kill-virtual-machine-performance
http://searchvirtualstorage.techtarget.com/Virtual-machine-storage-Plenty-of-alternatives-plenty-of-confusion


Home

Editor’s Note

Storage for Virtual 
Environments

10 Ways to  
Improve Virtual 
Server Storage

VM Storage:  
Fundamental 

Rules for Efficient 
Environments

19   A L L O CAT I N G   A N D   C O N FI GU R I N G   STO R AG E   FO R   V I RTUA L   M AC H I N E S

JACOB N. GSOEDL is a freelance writer and a corporate  
director for business systems.

DAVID DAVIS is the author of the VMware vSphere  
and Microsoft Hyper-V video training library from  
www.TrainSignal.com. He has written extensively, is a  
vExpert, VCP, VCAP-DCA and CCIE #9369 with more 
than 18 years of enterprise IT experience.

BRIEN POSEY is a Microsoft MVP with two decades of  
IT experience. Before becoming a freelance technical 
writer, Brien worked as a CIO for a national chain of 
hospitals and health care facilities. He has also served as 
a network administrator for some of the nation’s largest 
insurance companies and for the Department of Defense 
at Fort Knox.

ABOUT 
 THE 

 AUTHORS

Allocating and Configuring Storage  
for Virtual Machines is a  

SearchVirtualStorage.com e-publication.

Rich Castagna | Editorial Director 

Ellen O’Brien | Executive Editor 

Kim Hefner | Senior Managing Editor 

Sarah Wilson | Associate Site Editor 

Dave Raffo | Senior News Director

Sonia Lelii | Senior News Writer

Carol Sliwa | Senior Writer

Linda Koury | Director of Online Design 

Jillian Coffin | Publisher

TechTarget 
275 Grove Street, Newton, MA 02466 

www.techtarget.com

© 2013 TechTarget Inc. No part of this publication may be transmitted or re-
produced in any form or by any means without written permission from the 
publisher. TechTarget reprints are available through The YGS Group.

About TechTarget: TechTarget publishes media for information technology 
professionals. More than 100 focused websites enable quick access to a deep 
store of news, advice and analysis about the technologies, products and pro-
cesses crucial to your job. Our live and virtual events give you direct access to 
independent expert commentary and advice. At IT Knowledge Exchange, our 
social community, you can get advice and share solutions with peers and experts.

mailto:jgsoedl@yahoo.com
http://www.VMwareVideos.com
http://www.TrainSignal.com
http://searchvirtualstorage.techtarget.com/
http://reprints.ygsgroup.com/m/techtarget

