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A NEW YEAR brings new priorities, new projects and a re-
plenished IT budget—but what to buy? Finding the right 
tool for the job is easy if you’re a plumber or carpenter; 
it’s not so simple if you’re an IT professional. The diversity 
of IT management tools is stunning, and the roster con-
stantly changes as technology stacks and business needs 
evolve. There’s just not enough time in the day to test and 
evaluate every new product or latest feature addition. 

We’re here to help. The Modern Infrastructure Impact 
Awards recognize the most innovative data center and 
cloud management products from the previous year. For 
the fifth year, we collected nominations and then tallied 
300 reader votes across seven categories. Congratula-
tions to the winners, and thank you to everyone who 
participated. 

There’s more good news for the winners—and for 
IT professionals, too. Businesses are set to invest more 
in IT. About 71% of respondents to TechTarget’s 2018 

IT Priorities Survey said they expect their IT budget to 
increase or stay the same. In fact, the number of people 
who expect their budget to decrease has fallen for the past 
three years—down to less than 8% this year (while 21% 
said they didn’t know yet). 

However, there’s a marked shift in what organizations 
plan to buy. The numbers foretell the continued rise of 
cloud services at the expense of on-premises hardware. 
We’re also seeing continued interest in trends that aim to 
change the way IT works, such as DevOps and continuous 
deployment. Now is the time to make your pitch for that 
new project and emphasize the business benefit of an IT 
investment. 

We’re heeding these trends, too. This will be the last 
issue of Modern Infrastructure in its current format—but 
we’re not going away. We’re shifting our focus along with 
you. On-premises IT infrastructure is here to stay, but 
the innovative changes reshaping IT are now conceived 
and born in the cloud. We’ll be back soon with a new 
look, a new name—Modern Stack—and a fresh focus on 
how to design, build and support today’s cloud-native 
applications. Infrastructure will always be important, but 
technologies like serverless computing show that today it 
really is all about the app. n

NICK MARTIN is executive editor of Modern Infrastructure.  
Contact him at nmartin@techtarget.com.
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EACH YEAR, THE Modern Infrastructure Impact Awards 
shine a spotlight on the top cloud and data center prod-
ucts. These award-winning technologies are the ones that 
make a difference by helping IT professionals manage 
vital on-premises and cloud-based environments. Maybe 
DevOps is on your organization’s planning document; 
you’re going to need to evaluate the available tools before 
you take even the first step. And the product-selection 
stakes don’t get much higher than when you are making 
a decision about a converged infrastructure product.

The Impact Awards process began in the fall of 2017 
with an open invitation for vendors and users to nominate 
products and services in seven categories. Readers were 
then given the chance to weigh in, providing an email 
address as ID and voting for their top choices. TechTarget 
editors and independent experts reviewed submissions 
and tallied all of those reader votes to select the winners. 

This year’s competition evaluated products in soft-
ware-defined infrastructure, private and hybrid cloud 
management, public cloud migration and optimization, 
DevOps tools, converged and hyper-converged infrastruc-
ture, AWS consultant or integration partner, and systems 
management tools. Let’s find out how things shook out in 
this year’s Modern Infrastructure Impact Awards.
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BEST SOFTWARE-DEFINED  

INFRASTRUCTURE PRODUCT

Winner: Forward Networks’ Forward Platform

Just the smallest change to your network configuration 
can have significant repercussions on performance, and 
even a temporary loss of network connectivity can be 
detrimental to your bottom line. It’s essential that net-
work administrators have the ability to make informed 
decisions about what changes they plan to make to their 
environments. Voters chose Forward Networks’ Forward 
Platform as the winner in this year’s Impact Award for the 
software-defined infrastructure category because of the 
software’s ability to show administrators how potential 
changes could affect the network.

Forward Platform collects configuration states from all 
devices on your network. It then processes this informa-
tion with a series of algorithms, creating a mathematical 
model that assesses the current condition of a network 
and predicts possible future behavior. While other net-
working tools focus solely on the current state of your in-
frastructure, this predictive tool’s intent-based networking 
approach appealed to readers.

“Although it’s a small company, I think Forward Net-
works’ Forward Platform is pretty great,” said Mark May, 
an enterprise infrastructure specialist. “It basically im-
ports your network configurations and lets you treat them 
like a sort of lab to predict network intent. For me, these 
guys are the most innovative.” 

Forward Platform boasts three primary capabilities: 
Forward Search, Forward Verify and Forward Predict. 
Forward Search gives the user instant access to the entire 

end-to-end network behavior and configuration. Forward 
Verify builds on this search feature by alerting network ad-
ministrators to policy violations, unexpected behavior and 
security risks. Finally, Forward Predict enables network 
administrators to test different scenarios in a sandbox en-
vironment before they’re implemented. Forward Platform 
is a “day-zero offering that brings operational expenditure 
reduction, compliance and agility to the network,” one 
voter wrote. 

FORWARD NETWORKS’ Forward Platform helps IT 
administrators understand dependencies and how 
potential changes could affect the network.
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“Forward Platform looks at what your change can af-
fect,” said Brian Kirsch, an IT architect and instructor at 
Milwaukee Area Technical College. “Forward Platform 
gives you that ‘what-if,’ and that’s huge in today’s data 
center.”

Readers were also impressed by the level of visibility 
Forward Platform provides into the network. It performs 
continuous verification to ensure the network follows the 
connectivity and security policies that you’ve defined. As 
one voter said, it “finally solves the underlay problem.”

BEST PRIVATE AND HYBRID CLOUD  

MANAGEMENT TOOL

Winner: HashiCorp Terraform

Effective private and hybrid cloud management hinges on 
a number of tasks, ranging from performance monitoring 
to cost optimization. But increasingly, it also incorporates 
infrastructure as code—at least, that’s what 2018 Impact 
Award voters seem to suggest.

HashiCorp’s infrastructure as code (IaC) software, 
Terraform, is this year’s winner of the Private and Hy-
brid Cloud Management Tool category. And while not 
all enterprises have adopted IaC for cloud infrastructure 
management, the technology certainly has its benefits, 
said Chris Gardner, senior analyst at Forrester Research.

“One of the biggest challenges executing a hybrid cloud 
management strategy is creating consistent, replicable 
software-based models of infrastructure,” Gardner said. 
“[IaC] lets infrastructure engineers focus more on overall 
architecture and less on the nuances of integrating with 

various cloud providers.”
With Terraform, admins can automate provisioning 

across cloud platforms—such as Amazon Web Services, 
Azure, Google Compute Engine and on-premises private 
clouds, including those based on OpenStack. The number 
of platforms that Terraform supports helps set it apart 
from other IaC tools, Gardner said. “There are over 70 
[targets], many written by the target companies them-
selves,” he said. “These include AWS and Azure, but also 
old-school VMs, some [platform as a service] and SaaS 
systems, and even some physical hardware.”

To define the infrastructure components they need 
via Terraform, admins use a command-line interface 
and configuration files. The tool also provides resource 
graphs, which help IT teams gain visibility into their cloud 
resources, the dependencies between them and how a 
particular change could affect their overall environment.
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HASHICORP TERRAFORM helps enable multi-cloud 
portability by allowing users to automate infrastruc-
ture provisioning across multiple clouds.
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Voters chose Terraform for a variety of reasons, among 
them the fact that it’s open source, it supports a long list 
of cloud platforms and it is highly programmable.

“Terraform provides consistency of approach and an 
open source model, which is critical for cost containment 
and extensibility,” one voter wrote.

Granted, not every organization—at least not yet—will 
implement IaC as a way to manage private and hybrid 
clouds. It’s still an emerging technology, often coupled 
with DevOps initiatives, and will come with a learning 
curve for some IT teams, especially those that support a 
large number of legacy applications.

Other potential challenges with IaC tools include con-
figuration drift and admins attempting to change config-
urations outside an IaC tool. To successfully implement 
the technology, organizations should be sure to document 
all changes made with IaC and be diligent about version 
control.

BEST PUBLIC CLOUD MIGRATION  

AND OPTIMIZATION TOOL

Winner: New Relic Digital Intelligence Platform

For enterprises accustomed to their private data centers, 
the shift to the unfamiliar architecture of the public cloud 
brings a whole new set of challenges. That’s why so many 
third-party tools have sprung up to assist with migrations 
and optimization. For our readers, there was a clear choice 
for which company does that best: New Relic.

The New Relic Digital Intelligence Platform is a SaaS-
based product that provides real-time analytics and 

full-stack visibility for workloads running on Amazon Web 
Services, Microsoft Azure and Pivotal Cloud Foundry. It 
includes performance metrics, migration assistance, cus-
tom plug-ins, dashboards and alerts that can help users 
navigate these new environments and get the best perfor-
mance from their applications.

The vast majority of IT workloads remain on premises, 
but the continuing shift to the cloud means companies 
need an independent view of their applications’ perfor-
mance, said Federico de Silva Leon, a Gartner analyst. 
New Relic is among a handful of companies, including 
AppDynamics, Dynatrace and NetApp, that are doing 
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NEW RELIC’S Digital Intelligence Platform offers mi-
gration assistance and a holistic view of cloud-based 
application performance.
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interesting things in the cloud, he said.
“They’re helping clients monitor the performance of 

applications that are cloud-native but, more importantly, 
[they’re helping] as customers migrate those [on-premises] 
workloads into the cloud,” de Silva Leon said. “So before, 
during and after, I think New Relic is doing a great job.”

San Francisco-based New Relic was the clear winner 
among our readers, earning nearly twice as many votes as 
the next entrant. In casting their votes, readers cited its 
ability to work across multiple clouds and the user expe-
rience, including the dashboard, alerts and analytics tools 
built into the product.

“The platform gives me a very large plane of infor-
mation that I can quickly move deeper into if a problem 
arises,” one reader said.

The product isn’t without its shortcomings, de Silva 
Leon said. New Relic is focused on the cloud, so it doesn’t 
have the best support for legacy, on-premises workloads. 
And a SaaS-only model doesn’t meet the needs of the many 
companies that want an in-house product.

But New Relic does have a simple, powerful tool that 
is focused on the developer community, which is, after 
all, the group that is leading the push to the public cloud.

“They’re selling to a very tough group of buyers who are 
developers who like to pay for almost nothing,” de Silva 
Leon said. “So the fact that they are growing is impressive.”

BEST DEVOPS TOOL

Winner: AppDynamics App iQ

The development of AppDynamics’ App iQ Platform 

reflects broad trends in enterprise DevOps tools in the 
past year, from a renewed focus on monitoring IT apps and 
infrastructure to pushing the envelope of analytics-based 
automation. 

The company kicked off a busy year of tech industry 
headlines in January when it was acquired for a cool $3.7 
billion by Cisco Systems Inc., as AppDynamics stood on 
the verge of a blockbuster initial public offering.

The company’s momentum is based on its popularity 
among enterprise customers, such as Hallmark, eBay, 
Expedia, Carhartt, United Airlines, CarMax and others. 
It also reflects a strong focus on business value within the 
AppDymanics product line, which correlates technical 
metrics with business outcomes. 

APPDYNAMICS IQ pushes the envelope of analytics- 
based automation, helping DevOps teams improve the 
continuous feedback loop.



MODERN INFRASTRUCTURE  •  FEBRUARY 2018 8

Home

Editor’s Note

Impact Awards

Survey Says, Part 1 

Multi-Cloud  
Headaches

Survey Says, Part 2 

The Right Fit

Around the Corner 

The Next Big Thing

“AppDynamics has helped us shift left on the develop-
ment side, giving ops and development a common lan-
guage on our most critical applications,” said one of our 
Impact Awards voters.

The application of advanced analytics with machine 
learning capabilities to IT operations, known as AIOps, 
was also a dominant trend in the DevOps world this year. 
AppDynamics is a longtime proponent of AIOps, and 
could be the product to beat in 2018 if plans for automated 
root-cause analysis and predictive analytics features the 
company previewed at its annual AppDynamics Summit 
come to fruition. Cisco has big plans to fold AppDynamics’ 
App iQ Platform in with its network infrastructure and 
security tools, reflecting the broadening focus of DevOps 
to include software-defined networks and DevSecOps 
practices. A further DevOps monitoring acquisition, Per-
spica, which brings wire-speed analytics into the Cisco 
fold, will also up the ante for DevOps monitoring in 2018. 

“When we look back at 2018, we’ll see a separation 
between the leaders and the laggards in DevOps moni-
toring,” said Stephen Elliot, an analyst with IDC. “It isn’t 
just what kind of analytics companies are developing and 

whether they have patents to show they’re unique—it 
will also depend on the breadth and depth of data they 
can collect.”

All this is a sign DevOps in enterprise IT shops has 
matured beyond test and development environments to 
take on more critical production workloads, Elliot said. 
“It’s a sign companies are realizing they still need mon-
itoring. There might have been some hope they needed 
less investment in this area with IT automation, but they 
actually probably need more,” Elliot said. “It’s becoming 
more and more important with multi-cloud adoption to 
have broader process management and data collection as 
well as analytics.”

BEST CONVERGED AND HYPER-CONVERGED  

INFRASTRUCTURE PRODUCT

Winner: Nutanix Acropolis 
Scalability and simplicity are two main benefits of Nu-
tanix Acropolis that helped the product win Modern 
Infrastructure’s Impact Award for Best Converged and Hy-
per-Converged Infrastructure Product. Nutanix Acropolis 
combines software-defined storage with virtualization to 
create a well-rounded hyper-converged platform on which 
administrators can run nearly any workload.

Acropolis runs on x86 server nodes across four hard-
ware platform lines.

Nutanix offers the Acropolis software in three tiers. The 
Starter option is ideal for small deployments, while the 
Pro tier offers features such as rich data services, resilience 
and management features. The Ultimate version, which 

WHEN WE LOOK BACK AT  
2018, WE’LL SEE A SEPARATION 
BETWEEN THE LEADERS AND 
THE LAGGARDS IN DEVOPS 
MONITORING.
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offers the full software suite, is aimed at organizations 
with advanced security requirements and those with mul-
tisite deployments.

Brian Anderson, an IT director at Boston University, 
has been a Nutanix customer for several years. He recently 
replaced the IT organization’s VMware setup with the 
Nutanix Acropolis hypervisor.

“It’s been a bit of a challenge, as VMware has some 
features and functionality that are more fleshed out, but 
I believe Nutanix is more forward-thinking with some of 
their capabilities,” Anderson said. “From a management 
perspective, the VDI cluster requires little maintenance, 
and to perform updates is seamless and requires virtually 
no downtime.”

For others, Acropolis offers the ability to forgo a pro-
prietary hypervisor—and the hefty price tag that comes 

along with it. 
“We were able to get tremendous value of savings ini-

tially by not having to buy all of the VMware licensing,” 
said Alton Levesque, the IT strategic director of LabCorp, 
a healthcare research company based in Burlington, N.C. 
Acropolis can be categorized as a self-healing system 
because it creates distributed autonomous capabilities 
among all nodes in a cluster. Built-in fault handling mini-
mizes issues in the event of a failure. But when a problem 
does inevitably occur, many users praise Nutanix for its 
excellent customer support.

BEST AWS CONSULTANT OR INTEGRATION PARTNER

Winner: Flux7 
Amazon Web Services is now focused on landing more en-
terprise customers, a group that might have reservations 
about a cloud migration and be less inclined to take the 
do-it-yourself approach. As a result, a growing network of 
consultants stands at the ready. Amazon approves tech-
nology and consulting vendors through its AWS Partner 
Network, and with four tiers of consulting partner levels.

Each nominee for the Modern Infrastructure Impact 
Award for AWS partner or consultant category earned 
top-tier status as AWS Premier Consulting Partners, but 
only one could come away with the award. Flux7, a con-
sultancy based in Austin, Texas, won the award for the 
second straight year, earning the largest share of votes and 
the loudest praise of any nominee.

One voter lauded the Flux7 team as “experts in es-
tablishing cloud-based [continuous integration and 

NUTANIX ACROPOLIS is leading many hyper- 
converged infrastructure customers to rethink their 
hypervisor.
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continuous delivery] infrastructure pipeline support.”
“We found their work compatible with strategies we 

had already been exercising. The result was a usable refer-
ence implementation, which established some fundamen-
tal baseline best practices,” the voter wrote.

Another voter and client said, “They were by far the 
most knowledgeable and efficient team I have ever worked 
with.”

Flux7 works with businesses of all sizes, including 
Rent-A-Center and Personal Peptides. Flux7 offers four 
AWS competencies, including demonstrative expertise in 
DevOps and cloud migrations.

That expertise comes at a time of increased weariness 
about cloud security and data breaches. In 2017, several 
AWS customers left data in Amazon Simple Storage Ser-
vice exposed to the internet, making for bad headlines. 
And one or two consultancies shouldered blame in that 
equation.

“If you’re AWS savvy and know how to configure se-
curity correctly, it’s not an issue,” said David Linthicum, 
chief cloud strategy officer at Deloitte Consulting and a 
TechTarget contributor. “If you’re not, then you’re expos-
ing data just as you would with any internet-connected 
server that’s not configured correctly.”

But even if you know how to configure your secu-
rity settings, consultancies like Flux7 face a number of 
challenges. Not only do they need to stand out from the 
competition and carve out a niche, but they need to do so 
while maintaining a comprehensive knowledge of AWS’ 
dizzying array of services.

“AWS is about 70% of the cloud projects out there, and 

clients are looking for specific skills and certifications,” 
Linthicum said. “AWS is moving fast, and the new features 
and functions are just part of the game. The good news [is] 
you only need to keep up with those features and functions 
that are relevant to your clients. The bad news is features 
and functions that are relevant are going to be quickly 
changing, and thus you must keep up.”

BEST SYSTEMS MANAGEMENT TOOL

Winner: New Relic Infrastructure

In Modern IT, applications are built to be dynamic, rapidly 
updated and deployed on diverse hosting infrastructures. 
This means modern IT operations tools must make sense 
of change at a breakneck pace.

By correlating change with monitoring data, New Relic 
Infrastructure took first place in the systems management 
category for the 2018 Modern Infrastructure Impact 
Awards. The selection of a real-time monitoring and 
analysis system for this category demonstrates that sys-
tems management has evolved into a method to improve 

FLUX7 helps customers understand the implications  
of a cloud migration. 
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application health, as DevOps, cloud and containers hit 
the mainstream in enterprise IT. 

New Relic Infrastructure monitors cloud and hybrid 
IT infrastructure deployments in real time. It is intended 
as a corollary to New Relic’s application performance 
monitoring (APM) technology. With full-stack monitoring 
from one vendor, the aim is for users to seamlessly detect 
where configuration changes affect application health and 
to decrease the time to troubleshoot issues. 

“There [are] quite a lot of APM tools out there that don’t 
go into the infrastructure and vice versa,” said Roy Illsley, 
a principal analyst at Ovum. Covering both for a full-stack 
monitoring experience has become increasingly import-
ant, and New Relic is positioned to do so.

New Relic Infrastructure displays change and perfor-
mance data in customizable dashboards, sends alerts 
based on tags and other input, provides full search as an 
alternative to log-based explorations and enables anal-
ysis based on the New Relic Insights data platform and 
analytics engine. The monitoring product works on any 
combination of cloud or traditional servers, including con-
tainerized deployments. CPU, memory, I/O and processes 
are tracked with a correlated change history.

“New Relic’s use of the Insights module enables IT 
organizations to understand monitoring data in relation 
to business performance,” Illsley said. That capability, of-
fered by New Relic and others, should be a checkbox for 
organizations selecting new IT monitoring tools.

Illsley noted that New Relic frequently makes the short 
list for IT organizations in the market for monitoring, in 
part because the company’s products are built for scale 

and for cloud-based deployment, and in part because the 
company is associated with modern IT, not legacy. Voters 
chose New Relic Infrastructure as the top systems man-
agement tool because it is familiar, offers hashing of con-
figuration state in real time and provides a single source 
of monitoring information. But others said it provides less 
detail and less flexibility than other tools available. To stay 
at its peak, New Relic will have to keep the future of IT in 
its product roadmaps, Illsley said.

“When New Relic came into existence, they were 
looking at tomorrow and beyond,” Illsley said. They’ll 
have to keep doing that to grow. Deep learning and AI-in-
fused monitoring is bringing increased intelligence to IT 
monitoring, troubleshooting and optimization, and New 
Relic must continue its efforts on contextual and precise 
data analysis. The IT ops pro’s user experience is another 

NEW RELIC INFRASTRUCTURE puts a new spin on 
traditional systems management without giving up 
full-stack monitoring.
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concern for IT systems management vendors. “You have 
to think about how the next generation will interact with 
data,” Illsley said. But many companies see data collection 
and processing as the differentiators for a product and the 
GUI as little more than an afterthought.

New Relic Infrastructure is available in Essentials and 
Pro product levels. New Relic Infrastructure Essentials 
includes core infrastructure monitoring functionality 

with three months of data retention. The Pro level adds 
the integration capability with other popular technologies, 
such as Amazon Web Services’ Elastic Load Balancing, 
CloudFront, DynamoDB and others. n

RYANN BURNETT, DAVE CARTY, MARISSA COMEAU, MEREDITH COUR-

TEMANCHE, TREVOR JONES, KRISTIN KNAPP, ERICA MIXON and BETH 

PARISEAU contributed to this article.
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D  Which data center management  
projects will you deploy in 2018?

D  Which deployment models  
will your company use in 2018? 
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43% Cloud management tools

39% System management

39% System monitoring 

35% System configuration/provisioning

31% Cloud monitoring 

29% System automation 

24% Cloud automation

21% Cloud orchestration

16% Artificial intelligence/machine learning

12% Don’t know 

08% None of the above

46% Hybrid cloud 

43% Software as a service 

37% Mobile

35% On-premises software/hardware

28% On-premises private cloud

26% On-premises appliance

25% Platform as a service

24% Infrastructure as a service

21% Multi-cloud 
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ORGANIZATIONS OF ALL sizes rely on cloud services to sup-
port new initiatives, stay competitive and capture greater 
business value. Companies often depend on multiple 
clouds to meet constantly evolving business goals and 
to avoid single-vendor lock-in and dependencies. With a 
multi-cloud approach, a business uses a combination of 
public cloud services from different providers and selects 
the most appropriate environment for both infrastructure 
and applications.

The appeal of public cloud is driven by its affordability, 
with a broad set of capabilities available on a pay-as-you-go 
basis with global coverage. Also, providers have steadily 
improved security and met regulatory requirements that 
previously prevented critical workload deployments. IT 
environments now regularly consist of on-premises infra-
structure with an infrastructure as a service (IaaS) clone, 
a mix of several public, private and hybrid cloud deploy-
ments and a growing reliance on software as a service. 

Organizations choose multi-cloud deployments for a 
range of reasons. For example, a cloned IaaS deployment 
ensures higher availability, more efficient failover, disaster 
recovery and reduced risk of crippling distributed deni-
al-of-service attacks. Moreover, the growing data explo-
sion increasingly requires unique approaches to handling 

AKSHAR/ADOBE STOCK

Multi-Cloud  
Headaches

Management challenges grow along  
with the diversity of an IT stack.

BY KERRY DOYLE

CLOUD COMPUTING

HOME

http://searchcloudcomputing.techtarget.com/definition/public-cloud


MODERN INFRASTRUCTURE  •  FEBRUARY 2018 15

Home

Editor’s Note

Impact Awards

Survey Says, Part 1 

Multi-Cloud  
Headaches

Survey Says, Part 2 

The Right Fit

Around the Corner 

The Next Big Thing

different types of corporate information. By having more 
than one service and diversifying cloud deployments, busi-
nesses can more effectively match specific workload re-
quirements to the most appropriate platform while at the 
same time gaining leverage for negotiating service-level 
agreements and contracts. 

MULTIPLE CLOUDS INCREASE COMPLEXITY

Tight integration, smooth operation and consistency 
remain the ideal characteristics of multi-cloud deploy-
ments. Managing more than one cloud, however, gener-
ally translates to additional IT complexity. For example, 
controlling cloud sprawl can take up valuable IT time and 
resources that otherwise could be devoted to more critical 
operations. 

Relieving IT management pressure is especially import-
ant for the growing reservoirs of data. A key challenge for 
IT leaders is to ensure that all corporate information in 
the cloud is well-managed and protected. IT staff often 
have to fulfill corporate governance requirements while 
still meeting strict international regulations. High levels 
of data awareness and management will be even more 
critical as the EU General Data Protection Regulation 
comes into play in 2018. 

Cloud sprawl will limit visibility, which also makes it 
difficult to prevent shadow IT. Unsecured cloud deploy-
ments create opportunities for data breaches and other 
serious vulnerabilities. These unauthorized deployments 
can also replicate existing functionality or lead to data 
and resource duplication, which results in unnecessary 

spending. Finally, lack of consistency in cloud APIs pres-
ents another IT headache in which code revisions are 
required to bridge incompatible APIs associated with 
individual cloud architectures. 

These limitations underscore the need for simplified 
operations, greater control and the increased automation 
that managed services and multi-cloud management 
platforms offer. Multi-cloud management platforms are 
designed to help IT professionals unify disparate cloud 
environments. These platforms also enable teams to more 
easily execute workloads on the most compatible platform 
based on cost, reliability and advanced services. These 
are critical criteria. The faster an organization can deploy 
cloud resources to meet changing business goals, the more 
effectively it will maximize efficiency and contain costs.

To the Cloud(s)

10
+40+50

SOURCE: TECHTARGET’S 2018 IT PRIORITIES SURVEY; N=314

21%
Respondents who said they 
plan to deploy workloads to 

multiple clouds in 2018.

http://searchsecurity.techtarget.com/tip/What-GDPR-requirements-mean-for-US-companies
http://searchcloudcomputing.techtarget.com/feature/Cloud-management-platforms-offer-a-unified-approach-to-hybrid-IT
http://searchcloudcomputing.techtarget.com/feature/Cloud-management-platforms-offer-a-unified-approach-to-hybrid-IT
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PROS AND CONS

A management platform provides organizations with new 
levels of order and visibility into multi-cloud environ-
ments and governance. A key goal for most businesses 
is to ensure that all their diverse cloud services function 
uniformly. As a flexible, customizable foundation, multi-
cloud management platforms offer a self-service environ-
ment for requisitioning the most optimal cloud resources, 
from processing power to storage capabilities. Through 
increased visibility, IT professionals can more effectively 
track performance, resolve issues and accurately predict 
and control usage costs.

While a multi-cloud management approach provides 
the necessary insight, automation and control to keep 
cloud sprawl in check, it represents an emerging market at 
an early stage of maturity. That means hurdles remain. For 
example, large branded platforms such as IBM Cloud Bro-
kerage—formerly cloudMatrix—VMware vRealize and 
Microsoft Operations Management Suite prioritize the 
large service providers, often excluding niche providers. 
These brand-based multi-cloud management platforms 
will function more efficiently when paired with the tech-
nologies promoted by that provider. 

Additional hurdles include limited cloud API function-
ality. For example, not all cloud APIs offer full-service 
compatibility, which leaves an organization with only 
subsets of common features from each provider. In-house 
management and brokerage tools might also fail to update 
on a regular basis to accommodate new services at the 
speed at which they’re introduced. Yet these major multi-
cloud management platforms still offer valuable tools. 

VMware vRealize Automation, for instance, is a key com-
ponent that provides built-in workflows and GUI controls 
to automate provisioning and configuration, application 
delivery and container management across clouds. It en-
ables IT teams to go beyond automating server builds, and 
it extends to firewall rules, storage and backup schedules.

Alternatively, third-party tools exist to provide custom-
ized monitoring frameworks and add-in management 
functionalities that fill monitoring gaps not covered by 
cloud vendors. These cloud management platforms can 
handle specific tasks, from enabling cost transparency and 
ensuring compliance to increasing resiliency and reducing 
security risks.

Nagios offers a unified cloud management console to 
monitor CPU cycles and performance, memory and disk 
consumption. It is designed to integrate with third-party 
software and offers compatibility with a slew of cloud and 
virtualization platforms. However, it is time-consuming 
to set up and can pose challenges to engineers unfamiliar 

THE FASTER A COMPANY  
CAN DEPLOY CLOUD  
RESOURCES TO MEET  
CHANGING BUSINESS GOALS, 
THE MORE EFFECTIVELY IT 
WILL MAXIMIZE EFFICIENCY 
AND CONTAIN COSTS.

http://searchcloudcomputing.techtarget.com/tip/Maximize-the-benefits-of-containers-in-multicloud
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with Linux or Unix commands. 
In contrast, SolarWinds Server & Application Monitor 

offers a comprehensive set of monitoring templates with 
easy configuration. The third-party tool OP5 is closely re-
lated to Nagios, though more streamlined. It makes it easy 
to add new nodes and servers via their web-based dash-
board. As a competitive open source alternative, Zabbix 
offers a compact and lightweight profile that scales easily 
and offers compatibility with a range of OSes. 

It’s useful to note that all of these multi-cloud manage-
ment approaches, whether major branded platforms or 
third-party tools, present challenges. Of particular con-
cern are their abilities to integrate private clouds, manage 
customized legacy applications or gain granular control of 
hybrid environments. 

Ultimately, when you consider the complexity of 

maintaining a multi-cloud environment, the areas of top 
concern for many organizations, regardless of the indus-
try, are reining in costs and ensuring security. With either 
a comprehensive multi-cloud management platform or 
individual third-party tools, organizations can gain full 
awareness of cloud spending patterns and automatically 
scale up or down to achieve the right balance between cost 
and service availability. 

The same automated approach applies to security im-
plementations, policy controls and governance. Select the 
right management tool to ensure that your business gains 
the most innovative, cost-effective services from multi-
cloud deployments. n

KERRY DOYLE is a freelance writer with more than 25 years of experi-
ence in technology.
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http://www.cloud-council.org/deliverables/CSCC-Practical-Guide-to-Hybrid-Cloud-Computing.pdf
http://searchcloudcomputing.techtarget.com/tip/Multi-cloud-computing-demands-careful-IT-cost-allocation
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D  How do you expect your 2018 budget 
for IT to differ from your 2017 budget? 

SOURCE: TECHTARGET’S 2018 IT PRIORITIES SURVEY; N=934

D  In which areas will your budget  
increase?
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20
+20+10+21+3+3+2+21+D20% 

Increase  
by more  

than 10%

20% 
Increase 
by 5% to 

10%

10% 
Increase  
by less  

than 5%

21% 
Stay the  

same

3% 
Decrease  

by less  
than 5%

3% 
Decrease  

by 5%  
to 10%

2% 
Decrease  
by more  

than 10%

21% 
Don’t  
know

SOURCE: TECHTARGET’S 2018 IT PRIORITIES SURVEY; N=462

54% Cloud services

33% Backup/disaster recovery

31% Maintenance/support

31% Software

26% Consulting services

26% Servers, on premises

23% Networking, on premises

23% Managed services

23% Staff

21% Storage, on premises

03% Other



SERVERLESS COMPUTING

The Right Fit 
For certain apps, serverless APIs help  

spur developer innovation.
BY JAN STAFFORD
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LIKE CINDERELLA’S SLIPPER, serverless computing doesn’t fit 
every foot in software development, but—for the right 
application—it offers royal opportunity.

Serverless computing provides a code and API deploy-
ment option for companies trying to reach more custom-
ers, grow their businesses and serve people in new and 
innovative ways—without having to scale IT overhead. 
Serverless provides a deployment platform that, accord-
ing to Gartner analyst Martin Reynolds, is “absolutely 
bulletproof” and guaranteed to deliver reliable, consistent 
results without losing information.

For software pro Chris Moyer, building and deploying 
APIs on a serverless framework has been a good step. 
Doing so makes the API lightweight on the client side, 
scalable on the cloud, easier to secure and less expensive.

In his role as CTO of marijuana-license tracking and 
research firm Cannabiz Media, Moyer chose to deploy 
a serverless API that has to respond to requests quickly. 
That approach makes sense because the API doesn’t need 
a cloud instance’s distribution network to serve its front-
end static pages.

Moyer chose to deploy another Cannabiz Media API in 
an Amazon Elastic Compute Cloud instance. “It’s for run-
ning some back-end tasks that take longer to do, like two 

HOME
GRUMBUS/ADOBE STOCK

http://searchmicroservices.techtarget.com/definition/application-program-interface-API
https://nordicapis.com/the-benefits-of-a-serverless-api-backend/
http://searchaws.techtarget.com/definition/Amazon-Elastic-Compute-Cloud-Amazon-EC2
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hours, as opposed to five minutes for the serverless API,” 
said Moyer, who is also vice president of ACI Information 
Group, a social media and blog aggregation service.

The moral of this story is, “Don’t try to squeeze every-
thing into serverless, but do take advantage of the benefits 
of serverless wherever it makes sense,” Moyer said.

By deploying APIs on serverless frameworks, an orga-
nization can realize benefits to both its business and its 
DevOps process, allowing teams to focus on code rather 
than the underlying infrastructure. 

‘IT JUST WORKS’

Serverless is, first and foremost, a developer’s tool de-
signed to deploy code quickly, said Judith Hurwitz, CEO 
of Hurwitz & Associates, a research and consulting firm. 
“You’re developing code with tools you know and deploy-
ing on a serverless framework without having to do the 
setup,” she said. “Developers don’t have to know how it 
works. It just works.” 

Serverless APIs don’t have to fit into an enterprise’s 
existing architecture, said Gartner’s Reynolds. Indeed, 
deploying a serverless API doesn’t require building a 
serverless architecture, either. Instead, most developers 
use lightweight packaged tool sets called serverless frame-
works to deploy APIs. 

“Serverless APIs are neutral on the architecture and 
framework,” Reynolds said. “They are just little functions 
that you call. They are part of your application architec-
ture, and they run in the serverless framework.” Size and 
function are the key criteria for choosing serverless APIs. 

“If an API is small and just built to do a call to a back-end 
system, like saying what to do at a certain time, deploying 
on serverless makes sense,” Hurwitz said.

Fixate IO analyst and developer Zachary Flower avoids 
deploying long-running or complicated processes on 
serverless frameworks. “Working with APIs that can be 
easily abstracted into simple function-style endpoints  
will go a long way towards maintaining sanity,” Flower 
said.

(Continued on page 22)

What’s It Good For?
Which applications do you use serverless for?

65%  Web service

34%  Data processing

33%  Other

28% Internal tooling

23%  Internet of things

23%  Chatbots

SOURCE: SERVERLESS.COM’S STATE OF THE SERVERLESS COMMUNITY 
SURVEY; N=137

http://searchitoperations.techtarget.com/definition/DevOps
http://searchaws.techtarget.com/feature/Work-through-AWS-serverless-architecture-issues-and-caveats
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Four Enterprise Uses for Serverless Computing

WHILE APIS ARE an excellent entry into serverless com-

puting, plenty of other viable uses exist. Contributors 

and experts suggested that decision-makers explore 

these four uses for serverless frameworks and func-

tion as a service (FaaS):

1. Microservices 

Tom Nolle, president of consulting firm CIMI Corp., 

sees microservices deployment as the best use case 

for serverless today. “Properly designed microservices 

are little functional atoms that can be made stateless 

easily, scaled easily and used to compose apps easily,” 

Nolle said.

2. Event processing

In Nolle’s opinion, this is the broader mission of 

serverless and FaaS. In particular, the ever-expanding 

adoption of IoT-related event-driven applications will 

drive the need for serverless computing’s flexibility 

and ease of deployment. Deploying an event-driven 

application on IaaS would waste compute resources, 

as the instance would only be used when an event 

occurs.

3. Retail 

Retailers such as Nordstrom are early adopters of 

serverless computing. “It’s a means of opening the 

retail product line and distribution channel to new 

customers,” Gartner analyst Martin Reynolds said. He 

expects Amazon to use FaaS to build out the online 

business of Whole Foods, which it acquired in 2017. 

“With serverless, they will be able to scale the Whole 

Foods business without increasing the spend on IT,” 

he said. 

4. NoOps applications 

Developers can deploy apps on a serverless framework 

without any involvement from operations, Reynolds 

said. Serverless offers an automated package of the 

ops infrastructure and tools used in the software ap-

plication lifecycle management process. Developers 

can even test serverless code in the cloud without 

going through the operations workflow. Microservices 

could work well here, as would any software functions 

that produce semi-static information specific to users, 

Reynolds said. 

The list of plausible enterprise uses for serverless 

is much longer, of course. Today, organizations are 

deploying static and semi-static information and web-

pages, and single-page and hosted static websites, on 

serverless frameworks. n

http://searchitoperations.techtarget.com/definition/serverless-computing
http://searchitoperations.techtarget.com/definition/serverless-computing
http://searchmicroservices.techtarget.com/definition/microservices
http://whatis.techtarget.com/definition/stateless
http://searchcloudcomputing.techtarget.com/opinion/Event-driven-applications-drive-next-wave-of-IaaS-evolution
http://searchitoperations.techtarget.com/definition/event-driven-application
http://searchitoperations.techtarget.com/definition/event-driven-application
http://searchcloudapplications.techtarget.com/definition/noops
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WHICH APIs FIT SERVERLESS? 

Single-feature APIs with small footprints work well for 
specific serverless functions, Flower said. Monolithic APIs 
are out. Treat each endpoint as a simple action, rather 
than a sentence or paragraph; in other words: Do X as 
opposed to do everything, Flower explained. An example is 
the Twilio REST API that simply requests an SMS. “These 
are simple abstractions that demonstrate how to best con-
sume an API in serverless,” Flower said.

Any API function that can return in less than 30 sec-
onds works in serverless computing, Moyer said. There’s 
a 30-second timeout in the typical API gateway. “Basically, 
anything that takes longer than 30 seconds is question-
able,” Moyer said.

There are other functions that may be squeezed into 
the serverless computing mold, but let the user beware. 

Don’t try to put serverless on top of your existing virtual 
machine infrastructure, Reynolds advised. Serverless is all 
about building as little overhead as necessary. “Go all in, 
and build it in a serverless framework,” he said.

Powerful, real-time socket APIs are better suited to 
traditional infrastructure, as they will quickly erode the 
cost savings of serverless, Flower said. For example, in 
API design, using a function as a service (FaaS) approach 
rather than a serverless framework for overly flexible API 
infrastructures like GraphQL can become more trouble 
than it is worth, he said.

Moyer had a right-sizing problem with serverless APIs 
when he found that his content delivery network (CDN) 
limited resources per cloud formation template. He had 

set up 15 different APIs via a serverless framework. “I 
wanted to add something that would allow people to fetch 
other users in their accounts,” he said. In time, those APIs 
hit the CDN’s 200-endpoint limit. “I could no longer add 
a new API endpoint. I had to split the APIs apart.” 

BENEFITS OF SERVERLESS APIs

Building and deploying the right type of API on serverless 
platforms brings many benefits, including reducing repeti-
tive, low-value tasks in software development. Even better, 
it relieves worries about scaling and managing APIs. For 
a business, serverless computing can lower development 
costs and increase monetization opportunities, but with-
out the risk of vendor lock-in. 

Some key benefits to deploying serverless APIs include 
the following:

n Security. Serverless APIs run in a completely trusted and 
secure environment, Reynolds said. Serverless is a way to 
deploy proprietary APIs and code in almost any environ-
ment without anybody being able to see what’s going on. 
It promises, and has so far delivered, that “nobody can 
actually attack that code,” he said.

n Scalability. The traditional way to build safe applications 
doesn’t scale well, Reynolds said. Serverless scales auto-
matically, which pays off when APIs and apps must scale 
to meet the needs of many customers at once. Reynolds 
cited Nordstrom’s use of Amazon Web Services’ Lambda 
serverless platform to scale its customer requests for 

(Continued from page 20)

http://whatis.techtarget.com/definition/monolithic
http://searchmicroservices.techtarget.com/definition/RESTful-API
http://searchmobilecomputing.techtarget.com/definition/Short-Message-Service
http://whatis.techtarget.com/definition/API-gateway-application-programming-interface-gateway
http://searchcloudapplications.techtarget.com/video/Function-as-a-service-Does-serverless-make-sense-for-you
http://searchaws.techtarget.com/definition/content-delivery-network-CDN
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product recommendation and reduce response time from 
minutes to seconds. “You can’t keep adding mainframes to 
do this stuff,” Reynolds said.

n Cost. Users only pay for the compute time they use. For 
example, Cannabiz Media has clients nationwide and a 
very random traffic pattern. There are spikes first thing 

Serverless Frameworks, FaaS or Stateless?
THE DEFINITIONS OF types of serverless computing are 

moving targets. FaaS, serverless architecture and 

serverless frameworks are frequently referred to 

as one and the same. While each refers to an event-

driven, pay-per-use cloud service, knowing the differ-

ences among them can be important.

Serverless or stateless? In some IT circles, serverless is 

synonymous with stateless. In both approaches, soft-

ware development takes place entirely in the cloud, 

where automated infrastructure and tools needed to 

run application code or services are provided. Classic 

serverless refers to functional computing or stateless 

microservices, said Tom Nolle, president of consulting 

firm CIMI Corp. In these application architectures, de-

velopers create a specific model of transient code that 

can be scaled or replaced at will. 

Serverless architecture. Keeping it simple, Gartner an-

alyst Martin Reynolds sees a serverless architecture as 

a model for how a dev team builds and deploys appli-

cations. Most application functions take place on the 

front end. There’s no need for running an always-on 

server for these on-again, off-again activities.

Serverless framework. A serverless framework is a 

product for deployment of serverless applications. In 

essence, the framework is a command-line interface 

tool. An automated tool set facilitates building and 

deploying web, mobile and IoT applications on event-

driven compute services. 

Function as a service. FaaS refers to specific cloud 

service offerings that provide capabilities similar to 

serverless frameworks, but typically have closer in-

tegration with the cloud compute provider. Amazon’s 

Lambda product is a widely known FaaS. Because of 

these roots, FaaS and serverless are considered syn-

onyms by many, but FaaS and serverless frameworks 

are not. With FaaS, developers may be required to cre-

ate some of the server-side logic, but most offerings 

include a serverless architecture. Some do not. Docker, 

for one, provides FaaS but requires the user to manage 

the underlying infrastructure. n
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in the morning in each U.S. time zone, but traffic can also 
spike in the early evening. “It doesn’t make sense for us 
to run even one server overnight when most of the time 
there’s not going to be anyone using it,” Moyer said. With 
the requests routed through a serverless API, the company 
is paying per request, not for the time people aren’t using 
it.

n Management. It’s automated. “You don’t have to manage 
anything,” Reynolds said. “If there need to be another 10 
instances in Canada, boom, they’re there,” Reynolds said. 
“You didn’t even have to know about it. They’re just there 
as opposed to all the paperwork you’d have to do if you 
needed a new server.”

n Monetization. Businesses can sell their APIs as a 
serverless function, rather than taking the longer route 
of patenting it, Reynolds said. For example, a developer 
creates a black box function that helps a retailer sell more 
frozen peas. The developers could provide it as a server-
less interface available in a cloud provider’s API library 
and then charge for a call of that function, Reynolds said. 

“Serverless opens the opportunity to monetize algorithms, 
APIs and other ideas that you couldn’t see how to do be-
fore,” he said.

n No lock-in. While Amazon delivered the first modern-
ized cloud-based serverless offering, it’s not the only game 
in town, Moyer said. Today, changing serverless frame-
work providers is simple. “A DevOps team can choose to 
re-architect for serverless using a cloud provider’s FaaS 
platform or taking a simple approach by deploying soft-
ware on a serverless framework,” Moyer said. 

This is the year to experiment with serverless, and APIs 
are good test cases. Reynolds suggested doing some trial 
runs to find internal APIs and applications that can deliver 
better value with serverless than with fixed IT assets. “A 
business using serverless computing can dramatically in-
crease its ability to scale and significantly reduce the cost 
of dealing with variable workloads,” he said. n 

JAN STAFFORD is a features writer for TechTarget. You can reach her 
at jstafford@techtarget.com.

http://searchsoftwarequality.techtarget.com/definition/black-box
mailto:jstafford@techtarget.com
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The Next Big Thing DEVOPS IS MORE than just a flavor-of-the-month buzzword. 
It’s a new way to do things that can help catapult a business 
ahead of the competition. Synergy between development 
and operations incorporates automation and monitoring 
for quicker development and a deployment cycle that’s 
designed to improve release quality and scheduling.

That’s the formal description anyway. But is that really 
what DevOps is about? DevOps is not the solution to all 
IT problems, but it’s not a waste of time.

Organizations must first look at the development piece 
of the DevOps puzzle. Developers are a special bunch—
even more so than most IT groups. This isn’t because they 
are hardline coders sitting in a back room somewhere 
writing caffeinated code for hours on end. (OK, the caf-
feine part is true.) Developers are creators of applications 

designed to move a company forward. While there are a 
lot of technical pieces to coding, designing an applica-
tion requires creativity and artistic ability that often gets 
overlooked. The creation of applications from scratch is 
not easy.

In today’s IT world, the focus is less on operating sys-
tems and infrastructure and more on the application—a 
dynamic that puts a new focus on development.

CHANGE IS GOOD, UNTIL IT ISN’T

While developers create applications that the business 
needs, they are not always the heroes of the business. This 
is because at a basic level developers seek change; they are 
often working on the applications to add and adjust. While 
this is beneficial, uncontrolled or excessive changes lead 
to application crashes, poor performance and, eventually, 
dissatisfied customers. These problems aren’t intentional, 
of course, but excessive change creates instability, which 
is why developers also need some guidance and control. 
Even mentioning the word control can generate anxiety 
and spur difficult conversations.

DevOps puts a lot of focus on how important devel-
opment is, but that doesn’t mean it’s a get-out-of-jail-free 
card. Too often, organizations use DevOps to focus on re-
ducing lead times and moving faster. While these are good 
goals, you typically don’t need to encourage development 

  AROUND THE CORNER

Avoid a DevOps 
Disaster 
Collaboration isn’t an excuse  
for developers to run wild. 
BY BRIAN KIRSCH

http://devopsagenda.techtarget.com/opinion/Its-tough-to-explain-DevOps-that-nebulous-IT-concept
http://searchcloudapplications.techtarget.com/news/450410799/Why-2017-looks-like-a-year-of-change-for-software-development-jobs
http://devopsagenda.techtarget.com/opinion/The-future-of-DevOps-in-2018-More-people-more-integration
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teams to move faster.
Instead, DevOps should focus on turning the conversa-

tion to difficult topics such as control and quality. DevOps 
already empowers development teams to focus on the 
things they want—such as quicker releases and more 
changes—but should also emphasize aspects developers 
aren’t as familiar with.

For development teams to succeed, they need to under-
stand the challenges associated with the frequent release 
concept. Some will say that is difficult for the operations 
side of the house. But if development teams don’t embrace 
the need for control, you won’t have a true DevOps effort 
and won’t reap the benefits of the combination.

TAKE A STAKE

A successful DevOps approach requires development 
teams to take some ownership in the operations process. 
First, organizations must help development teams under-
stand how application changes affect both operations and 
customers. They should begin to see they have a vested 

interest in the success of the entire process.
DevOps is not about ops controlling dev, but about both 

groups taking a stake in the entire process. This won’t be 
easy, but solid communication from management and 
incentives based on overall success—as opposed to devel-
opment-specific incentives or goals tied to speed—help 
all teams focus on the needs of the business and customer.

All this sounds ideal on paper, but people don’t always 
buy in, or they quickly revert to old ways. It will be up to 
management to avoid simply handing down a DevOps 
mandate and then walking away. The DevOps process 
must be reinforced at every turn as a positive method for 
both the company and the people on the ground making 
it happen.

Everyone needs to take ownership. Any DevOps journey 
will experience peaks and valleys, but, if you stick through 
failures, the benefits can yield impressive results. n 

BRIAN KIRSCH is an IT architect and instructor at Milwaukee 
Area Technical College, focusing on virtualization and storage 
environments.

http://searchitoperations.techtarget.com/news/450281012/IT-operations-tools-establish-common-ground-with-developers
http://searchitoperations.techtarget.com/news/450402552/DevOps-collaboration-ushers-in-brave-new-world-for-IT-ops
http://searchitoperations.techtarget.com/news/450402552/DevOps-collaboration-ushers-in-brave-new-world-for-IT-ops
https://www.devopsguys.com/2017/10/24/five-devops-cultural-challenges-infographic/
http://devopsagenda.techtarget.com/opinion/What-to-do-if-you-have-a-DevOps-failure-and-you-will
http://devopsagenda.techtarget.com/opinion/What-to-do-if-you-have-a-DevOps-failure-and-you-will


MODERN INFRASTRUCTURE  •  FEBRUARY 2018 27

Home

Editor’s Note

Impact Awards

Survey Says, Part 1 

Multi-Cloud  
Headaches

Survey Says, Part 2 

The Right Fit

Around the Corner 

The Next Big Thing I WAS RECENTLY asked about the most pressing IT challenge 
in 2018. At first, I was going to throw out a pat answer, 
something like dealing with big data or finally deploying 
hybrid cloud architecture. But those aren’t actually all that 
difficult to pull off anymore. 

Then I thought about how some people like to be irra-
tionally scared about the future, artificial intelligence in 
particular. But AI really isn’t the scary part. It’s the blind 
trust we already tend to put into black-box algorithms and 
short-sighted local optimizations that inevitably bring 
about unintended consequences. We should be much 
more afraid of today’s human ignorance than tomorrow’s 
AI.

Instead, what I came up with as the hard, impend-
ing problem for IT is how to adequately secure the 

fast-expanding internet of things. To be clear, I interpret 
IoT rather broadly to include existing mobile devic-
es—e.g., smartphones that can measure us constantly 
with multiple sensors and GPS—connected consumer 
gadgets and household items, and the burgeoning realm 
of industrial IoT. 

This isn’t just about your personal things, as in the risk 
of someone hacking your future driverless car. The poten-
tial scope of an IoT security compromise is, by definition, 
huge. Imagine every car on the road hacked—at the same 
time. 

IoT exploits could also go wide and deep. Sophisticated 
compromises could attack your car, your phone, your 
home security system, your pacemaker and your coffee-
pot simultaneously. Imagine every coffee machine out of 
service on the same morning. We haven’t even begun to 
outline the potential nightmare scenarios caused by in-
secure IoT devices. And I sure hope Starbucks is keeping 
some analog percolators on standby.

If personal physical danger isn’t scary enough, think 
about the ease with which a single penetration of a key 
connected system could cause a nationwide or even global 
disaster. For example, a 2003 cascading power outage 
that affected over 50 million people in New England was 
triggered by a single alarm system misconfiguration. An 
inability to recover or reset something easily at that scale 
could push one into imagining a truly dystopian future. 

  THE NEXT BIG THING

Internet  
of Trouble
When everything is connected,  
anything is vulnerable.  
BY MIKE MATCHETT

http://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
http://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
https://blog.ucsusa.org/mike-jacobs/2003-northeast-blackout-and-13-of-the-largest-power-outages-in-history-199
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VULNERABLE WITH A CAPITAL V

What worries me more than the possibility of a large, 
direct attack is the very real likelihood of slow, insidious, 
creeping subversion. And not just by one party or a single 
bad actor, but by many competing interests and organiza-
tions over time—some with supposedly good intentions.

The total IoT attack surface will be too large to keep 
everything fully secured. In 2017, serious breaches in 
websites with supposedly high security went unnoticed 
for months—and perhaps many haven’t been noticed yet. 
Unfortunately, too many folks who should know better 
seem more concerned with ensuring backdoors are coded 
into large utilities, arguing that intentional holes will be 
exploited only to snoop for the best of reasons.

It’s clear that our IoT future will not be built on any 
one bulletproof standard, but will include a vast assem-
blage of protocols, network architectures, heterogeneous 
hardware or non-upgradeable vendor-controlled systems 
(many startups fail within a couple of years). We’ll also 
need to contend with disgruntled employees and more 
than 190 countries’ worth of intelligence agencies. All this 
rides on top of our existing stack of current IT security 
vulnerabilities.

And then there is us. Aren’t we all hackers at heart? 
Who hasn’t posted a not-quite-accurate status on Face-
book or surreptitiously enhanced a photo? We lie to and 
through our technology all the time.

I’m certainly not advocating evil-doing. But I’ve heard 
that, while being good is simply a matter of following the 
rules, perpetrating evil requires significant creativity. Here 
is a short list of attack types we should try to thwart with 
more secure IoT devices and systems:

n Peeling away operator or user privacy. Losing sig-
nificant individual privacy may be unavoidable, given 
the masses of big data already collected. Even rigorously 
anonymized data can sometimes be de-anonymized when 
there are other overlapping data sets available. With an 
increasing number of connected devices surrounding us, 
each generating contextual data streams, our expectation 
of privacy really is in peril.

n Conducting data espionage. This could include spying 
on IoT data streams directly, or at a higher level discov-
ering control schemes, underlying architectures and de-
ployments. IoT spies will no doubt try to exploit metadata 
to deduce operating policies, internal groupings and key 
sets of “things,” identifying events, and other useful intel-
ligence without necessarily needing to break data-level 
encryption.

n Interrupting service. We should fully expect IoT to face 
many kinds of denial-of-service attacks. Perpetrators could 
try to flood communications, reroute protocols, block 

IT’S CLEAR THAT OUR IoT  
FUTURE WILL NOT BE BUILT  
ON ANY ONE BULLETPROOF 
STANDARD.

http://searchbusinessanalytics.techtarget.com/feature/Debate-over-big-data-and-privacy-is-just-getting-started
http://searchcompliance.techtarget.com/feature/Drones-IoT-influencing-information-security-regulations
http://searchsecurity.techtarget.com/definition/denial-of-service
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data streams, overwhelm gateways, insert undue network 
latencies and even physically damage devices. Have you 
ever been locked out of an important account because of 
too many password attempts? Imagine if someone locked 
you, and everyone else, out all at once.

n Corrupting data integrity. I would expect certain kinds 
of attacks would attempt to edit, insert or delete the data 
streams collected from edge devices. The point may not 
be to corrupt or destroy the data from any particular de-
vice, but to help perpetrate some other kind of fraud by 
modifying the “truth.” While authentication and encryp-
tion will certainly help at one level, it may be possible to 
inject fake “things” into a given IoT network. Gateway 
data-collection points could be especially targeted, with a 
successful penetration enabling modification of data and 
control streams over whole sectors of edge devices. With 
billions of connected things in the world, I’d expect many 
could be first physically compromised and then used to 
feed back fraudulent data. 

n Hijacking devices. We have botnets already today that 
mostly just fire off tons of spam on command, so it’s not 
hard to imagine that future hackers will try to create IoT 
botnets. And while outright theft or control of devices 
could be a goal, so would the more subtle borrowing of an 
IoT segment to conduct some kind of harassment, demand 
ransom or possibly even commit violent physical acts—
such as locking us out of our own home or intentionally 
crashing an autonomous car.

ALL HOPE IS NOT LOST

I have no doubt we will make mistakes, take shortcuts and 
ignore vulnerabilities until it’s too late. But, given the size 
of the world’s computing footprint today, we have actually 
been doing pretty well securing it all so far. We already 
have sophisticated encryption, blockchain algorithms 
and secure processes for authentication and auditing. As 
IoT communications develop, I’d expect to see new pro-
tocols emerge—perhaps utilizing mixed path signaling 
for robustness and self-healing modes based on things 
like distributed consensus and nested multilayer security 
policy enforcement. 

I predict we’ll see more autonomous, machine-learning 
security agents that work like an active immune system 
to identify and neutralize threats as they emerge. We can 
certainly apply machine learning to secure IoT devices, 
enabling systems to spot subtle control signal or device 
data drift, unlikely events, unexpected network patterns, 
configuration changes, increasingly vulnerable postures 
and recognizable attack signatures.

I really hope that I’ll never be taken hostage by a 
self-driving car, have my house thermostat reset to 108 
degrees Fahrenheit while I’m away on vacation or be 
forced to ransom back full control of my coffee machine. 
While all that sounds a bit far-fetched, every bit of it is 
technically possible. We really need to start establishing 
core IoT security fundamentals. n 

MIKE MATCHETT is principal consultant and chief technology strategist 
for Small World Big Data. Reach him on Twitter: @smworldbigdata.

http://www.theserverside.com/podcast/IoT-data-consumption-a-key-challenge-in-edge-device-scalability
http://internetofthingsagenda.techtarget.com/definition/IoT-botnet-Internet-of-Things-botnet
http://internetofthingsagenda.techtarget.com/definition/IoT-botnet-Internet-of-Things-botnet
http://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/Not-just-for-cryptocash-How-blockchain-tech-could-help-secure-IoT
http://searchsecurity.techtarget.com/news/450423982/IoT-device-security-bill-mandates-security-standards
https://twitter.com/smworldbigdata?lang=en
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